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,^(R5V.'fr\‘‘-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


To: Cyber Division 


Date: 10/08/2009 

ATT N: Computer Intrusion Un it #2 
SSA I I 


From: San Francisco 

Squad CY-2/S an Jose RA _ 

Contact: SA I I 

_ _ _ b6 

Approved By: 

7 - - 

Drafted By: 

-— . 

Case ID #: 288A-SF-NEW- (Pending)^l . 

288A-SF-NEW-GJ (Pending) ^ j 

Title: ANTI-SEC; 

UNSUB(S), et al; 

IMAGESHACK - VICTIM; 

COMPUTER INTRUSION 

Synopsis: To Open’Case and subfiles. 

Details: On October 8, 2009 , Special Agent (SA)_ met 

with employees of IMAGESHACK located at 236 North Santa Cruz 
Avenue, Los Gatos, California, 95030, to discuss two recent 
computer intrusions of IMAGESHACK servers. IMAGESHACK is a 
company which provides internet image hosting. 

IMAGESHACK advised SA_that the first computer 

intrusion occurred on July 10, 2009 at approximately 7 pm Pacific 
Standard Time (PST) . A group by the name of ANTI-SEC gained 
access to one of t he company database servers. The serve r the 
hacker (s) ar.r.pRsp.H I I f or 

IMAGESHACK customers to include |_ I 


I I. In addition, the hacker (s) postea a message on me 

internet which claims the ANTI-SEC is a movement dedicated to the 
eradication of full disclosure. Their message further explained 
they plan to achieve this "through the full and unrelenting, 
unmerciful elimination of all supporters of full-disclosure and 
the security industry in its present form." 


Dic^ 













San Francisdill^ From: San Francisco 
288A-SF-NEW, 10/08/2009 



IMAGESHACK advised this computer intrusion affected 
approximately 50 million images and every user that was on their 



On August 2 , 2009, IMAGESHACK believes the same 


hacker(s) came back and gained access to their servers again. 



_I IMAGESHACK estimates their losses at approximately 

$26,000. 


It is requested that the following subfiles be opened: 

Grand Jury SUB GJ 

It is requested that the new c ase and subfiles be 
opened and assigned to SaI 


♦♦ 


2 








U.S. Department of Justice 
Federal Bureau of Investigation 



In Reply, Please Refer to 

FileNo. 288A-SF-145486-GJ 


450 Golden Gate Ave. 

San Francisco, CA 94102 
(415) 553-7400 

Nov.ember 10, 2009 — 


Honorable Joseph P. Russoniello 
United States Attorney 
Northern District of California 
450 Golden Gate Avenue 
San Francisco, California 94102 


Attention: |_| 

Assistant United States Attorney 

ANTI-SEC; 

UNSUB(S), et al; 
IMAGESHACK - VICTIM; 
COMPUTER INTRUSION 


Dear Sir: 


Pursuant to the above captioned investigation, the 
Federal Bureau of Investigation (FBI) requests that the below 
listed individuals be placed on the Federal Grand Jury 6E list, 
in as much as they may require access to grand jury information 
during the course of the investigation: 


NAME _ AGENCY 

I FBI 
FBI 
FBI 
FBI 
FBI 
FBI 
FBI 
FBI 
FBI 
FBI 
FBI 
FBI 


POSITION 

Special Agent 

Special Agent 

Special Agent 

Special Agent 

Special Agent 

Special Agent 

Special Agent 

Supervisory Special Agent 

Intelligence Analyst 

SST 

Evidence Control Technician 
Evidence Control Technician 


z.gp@-4. SfCiqs-4 ^-Cj- P- 






Should you have any questi ons regarding t his matter, 


please do not hesitate to contact SA 
Resident Agency, telephone number 


San Jose 


Sincerely, 


Stephanie Douglas 
Special Agent in Charge 


By: I_I 

Supervisory Special Agent 








FD-302 (Rev. 10-6-95J 




- 1 - 

FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 12/14/2009 


GR2^ iJURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6(e) 


On December 14. 2009. Special Aaent (SA) | 

served a Grand Jury subpoena via facsimile to 1 

_ 

1 The subooena 1 1 




The file copy of the Grand Jury Subpoena has been 



attached and is made a part of this document. 


b3 

b6 

b7C 



Investigation on 12/14/2009 

at Campbell, 

California 

(via facsimile), 


File# 288A-SF-145486-GJ; 


Date dictated' NA 


by SA 




c 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents, are not to be distributed outside yoiir agency. 


b6 

b7C 










i 


.AO no (Rev. 12/89) Subpoena to Testify BefSWand Jury 


NORTHERN 


nitei) ^tateg Bisitrirt Court 

DISTRICT OF CALIFORNIA 



SUBPOENA TO TESTIFY 
BEFORE GRAND JURY 


«;ilRPnFMAFnR- 


b3 


YOU ARE HEREBY COMMANDED to appear and testify before the Grand Jury of the United States, Distinct 
Court at the place, date and time specified below. 


PLACE 

COURTROOM 

United States District Court 

280 South First Street 

As directed by the court 

San Jose, CA95113 

DATE AND TIME 


January 6,2010 at 9:30 a.m. 


YOU ARE ALSO COMMANDED to bring with you the following document(s) or object(s):* 


Please see attachment. 

Compliance with this subpoena will be deerned satisfactory when you provide all the materials to the agent serving this 
subpoena and no appearance will be necessary. 


13 Please see additional information on reverse. 

This subpoena shall remain in effect until you are 
behalf of the court. 


lepart by the court or by an officer acting on 



U.S.MAGISTRATEJUDGE OR CLERK OF COURT / 
RICHARD W. WIEKING j 


D^ATE 

j b6 

i December 11, 2009 b7c 

(By) Deputy Clerk - 7 

This subpoena is issued on 
application of the United States of 

America 

JOSEPH P. RUSSONIELLO 

United States Attorney 

NATWE/€®DRKaAT^HONE NUMBE;?23ff MSISTANT U.S. ATTORNEY 
kssistant UpvArnSnexf 

150 Almaden Blvd., Suite 900 /S // O' 

San Jose. CA 951131 1 

FBI Special Agent] 


If not applicable, enter "none”. 








AOno (Rev. 12/89) Subpoena to Testify Befc 


rand Jury 








FD-448 (Rev. 6-2-97) 




FBI FACSIMILE 
COVER SHEET 


PRECEDENCE CLASSIFICATION 


n Immediate 
r~l Priority 
[X] Routine 


[D Top Secret 
□ Secret 
n Confidential 
dl Sensitive 
[X] Unclassified 


Time Transmitted: 

Sender's Initials: J_ 

Number of Pages: 4 

(including cover sheet) 


To: _^^_ 

Name of Office 


Facsimile Number: 


Attn: I_I_ 

Name Room Telephone 

From: FBI San Francisco - San Jose Office _ 

Name of Office 

Subject: Preservation Request _ 


Date: 12/14/2009 


b3 

b6 

b7C 


Special Handling Instructions: 


Originator's Name: Special Agent [ 

Originator's Facsimile Number: _ 

Approved: _ 

Brief Description of Communication Faxed: 


Telephone: 


WARNING 

Information attached to the cover sheet is U.S. Government Property, If you are not the intended recipient of this 
information, disclosure, reproduction, distribution, or use of this information is prohibited (18.USC, § 641). Please notify the 
originator or the local FBI Office immediately to arrange for proper disposition. 












FD-302(Rev. 10-6-95) 



- 1 - 

FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 12/14 72009 

GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6(e) 

On December 14, 2009, Special Agent (SA)I 
served a Grand Jury subpoena via facsimile to F I 


b3 

b6 

b7C 


The file copy of the 
attached and is made a part of 


Grand Jury Subpoena has been 
this document. 





Investigation on 12/14/2009 

at 

Campbell, California 


(via facsimile) 

File# 288A-SF-145486-GJ 

74 

Date dictated 

NA 

by SA 



b6 

b7C 




This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 






md Jury 


.A0110 (Rev. 12/89) Subpoena to Testify Befoi 

®[nitEii States ©isitritt Court 

NORTHERN DISTRICT OF CALIFORNIA 


TO: 



YOU ARE HEREBY COMMANDED to appear and testify before the Grand Jury of the-United States District 
Court at the place, date and time specified below. 



YOU ARE ALSO COMMANDED to bring with you the following document(s) or object(s):* 


Please see attachrnent. 

Compliance with this subpoena will be deemed satisfactory when you provide all the materials to the agent serving this 
subpoena and no appearance will be necessary. 


0 Please see additional information on reverse. 

This subpoena shall remain in effect until you ar 
behalf of the court. 


U.S. MAGISTRATE JUDGE OR CLERK OF COURT 
RICHARD W. WIEKING 


y) Deputy Clerk \ V 



epart by the court or by an officer acting on 


December 11,2009 




This subpoena is. issued on 
application of the United States of 
America 

JOSEPH P. RUSSONIELLO 
United States Attorne 




NATW^^eP5§SABP^HONE NUMBER^ ASSCTANT U.5. ATTORNEY 
Assistant U.S.Attpj^Ti^ 

150 Almaden Blvd., Snitp nno \ /l A —^ 

San Jose, CA 9511Iij_|_ 

FBI Special Agent_ 


If not applicable, enter "none”. 














AOl 10 (Rev. 12/89) Subpoena to Testify BefJHirand Jury 






(2) "Fees and mileage need not be tendered to the witness upon service of a subpoena issued on behalf of the United States or an officer or agency 
thereof (Rule 45(c), Federal Rules of Civil Procedure; Rule 17(d), Federal Rules of Criminal Procedure) or on behalf of certain indigent parties and 
criminal defendants who are unable to pay such costs (28 USC1825, Rule 17(b) Federal Rules of Criminal Procedure)". 







Fb-448'<Rev. 6-2-97) 
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FBI FACSIMILE 
COVER SHEET 


PRECEDENCE CLASSIFICATION 


CH Immediate 
CH Priority 
[X) Routine 


□ Top Secret 
O Secret 

□ Confidential 

□ Sensitive 
El Unclassified 


Time Transmitted: 

Sender's Initials: I_I 

Number of Pages: 3 

(including cover sheet) 


To; 


Date: 12/14/2009 

Name of Of 

'ice 


Facsimile Number: 


Attn: I _I_ 

Name Room Telephone 

b3 

b6 

From: FBI San Francisco ~ San Jose Office _ b7c 

Name of Office 


Subject: 


Special Handling Instructions: 



Approved: _ 

Brief Description of Communication Faxed: 


WARNING 

Information attached to the cover sheet is U.S, Government Property, If you are not the intended recipient of this 
information, disclosure, reproduction, distribution, or use of this information is prohibited (18,USC, § 641). Please notify the 
originator or the local FBI Office immediately to arrange for proper disposition. 











302 (Rev. 10-6-95) 
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i) 



- 1 - 

FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 12 729/2009 


GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6(e) 


On December 23, 2009, Special Agent (SA) 
received a response to a Federal Grand Jury Subpoena via tacsimile 


from r 


Tha ra.qnon.qa inclndftd the following 


b3 

b6 

b7C 



The above referenced response provided by l_ 
has been attached and is made a part of this document. 


Investigation on 


12/23/2009 at Campbell, California 


(via facsimile) 


File # 288A-SF-145486x6^y^ 
by 


Date dictated NA 


SA 


b6 

b7C 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 






5 12/23/2009 12:28 PM 

12/14/2009 16:13 

FD‘448 <Rev. 6-2-97) 


18002234893 

40855811 


14085581096 
FBI CYBER 


05 

PAGE 01/04 



FBI FACSIMILE 
COVER SHEET 


PRECEDENCE CLASSIFICATION 


D Immediate 
CjI Priority 
El Routine 


tH Top Secret 
n Secret 
Q Confidential 
im Sensitive 
El Unclassified 


Time Transmitted: 

Sender's Initials: 

Number of Pages: 3 

(including cover sheet) 


To: 


Name of Office 


Facsimile Number; 
Attn: 


Name 


Room 


Telephone 


From; _FBI San Francisco - San Jose Office 



Name of Office 

Subject: 








Special Handling Instructions: 


Date: 12/14/2009 


b3 

b6 

b7C 


Originator's Name: Special Agent 
Originator’s Facsimile Number: 

Approved: ^_ 


Telephone: 


Brief Description of Communication Faxed: 


WARNING 


you are not the intended recipient of this 

originator or Ar ocrFB?OfSr°"’ information js prohibited (18.USC, § 641). Please notify the 

g n or or tne local FBI Office immediately to arrange for proper di.snrtRiiiAn . 






FD-302 (Rev. 10-6-95) 


FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 01/06/2010 

GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6(e) 


On January 6, 2010, Special Agent[ 
a response via facsimile to the abovementior 
from I_ 


received 


The information, which was provided in paper format, 
included the following information: 




Investigation on 01/06/2010 at Campbell, California 


Date dictated N/A 


File# 288A-SF-145486-GJ ✓ 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
















FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 03/05/2010 


GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6(e) 



Investigation on 03/05/2010 at Campbell^ California _ (via facsimile) 

File# 2 8 8A— SF~14 54 8 6— G J Date dictated NA _ 

by SA 


b6 

b7C 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 








.A0110 (Rev. 12/89) Subpoena to Testify Before Grand Jury 


OJ 09-1 2009R02026 


©niteb ^tateg Bisftrict Court 

NORTHERN DISTRICT OF CALIFORNIA 



YOU ARE HEREBY COMMANDED to appear and testify before the Grand Jury of the United States District 
Court at the place, date and time specified below. 


PLACE 

COURTROOM 

United States District Court 

As directed by the court 

280 South First Street 


San Jose, CA95113 

DATE AND TIME 


March 17, 2010 at 9:30 am 


YOU ARE ALSO COMMANDED to bring with you the following document(s) or object(s):* 

-See Attachment- 


Compliance with this subpoena will be deemed satisfactory when you provide all the materials to the agent serving this 
subpoena and no appearance will be necessary. 


s Please see additional information on reverse. 

This subpoena shall remain in effect until you 
behalf of the court. 

U.S. MAGISTRATE JUDGE OR CLERK OF COURT 
RICHARD W. WIEKING 

(By) Deputy Clerk 


This subpoena is issued on 
application of the United States of 
America 

JOSEPH P. RUSSONIELLO 
United States Attorney_ 





epart by the court or by an officer acting on 


March 3, 2010 


HONE NUMBER OF ASSISTANT U^ATTORNEY 


□ Assistant 


j 150 Almaden Blvd., Suite 900 
San Jose, CA 95113! 



Special Ageni 


If not applicable, enter "none". 








A0110 (Rev. 12/89) Subpoena to Testify Before Grand Jury 



riuucuuic. ^ 

(2) "Fees and mileage need not be tendered to the witness upon service of a subpoena issued on behalf of the United States or an officer or agency 
thereof (Rule 4S(c), Federal Rules of Civil Procedure; Rule 17(d), Federal Rules of Criminal Procedure) or on behalf of certain indigent parties and 
criminai defendants who are unabie to pay such costs (28 USC1825, Rule 17(b) Federal Rules of Criminal Procedure)". 








FD-302(Rev. 10-6-95) 


FEDERAL BUREAU OF INVESTIGATION 


Dale of transcription 03/3 1/2010 

GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6(e) 


On March 29, 2 010, Special Agent |_| received 

via U.S. Postal service a response to a Grand Jury subpoena from 





Investigation on 03/29/2010 at Campbell, California 


File# 288A-SF-145486-GJ 


Date dictated NA 



This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 




















FD-302 (Rev. 10-6-95) 


# • 

-1 - 

FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 


11 / 22/2010 


GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6(e) 



A copy of the abovementioned Grand Jury Subpoena has been 
attached and is made a part of this document. 


Investigation on 11/22/2010 at Campbell, California (via facsimile) 



This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 


b3 

b6 

b7C 


b6 

b7C 









.AO 110 (Rev, 12/89) Subpoena to Testify Before Grand Jury . ^ 2009R02026 


®nttei) States ®istrtct Court 


NORTHERN DISTRICT OF CALIFORNIA 



YOU ARE HEREBY COMMANDED to appear and testify before the Grand Jury of the United States District 
Court at the place, date and time specified below. 


b3 

b6 



YOU ARE ALSO COMMANDED to bring with you the following document(s) or object(s):* 

-See Attachment- 


Compliance with this subpoena will be deemed satisfactory when you provide all the materials to the agent serving this 
subpoena. No appearance will be necessary. 


m Please see additional information 


on reverse. 



This subpoena shall remain in effect until you are 
behalf of the court, A 

__>£ 

U.S; MAGISTRATE JUDGE OR CLERK OF COURT / / 

RICHARD W. WIEKING f | 

(by) ueputy uerK V " V 

^^JotXA,CX/V.C$ Vkj , V)s5 cv- . 


This subpoena is issued on 
application of the United States of 
America 

MELINDA HAAG, 

United States Attorne 


lepart by the court or by an officer acting on 


November 22, 2010 


Ml IMRFR OF ASgISTAMT 11 <; ATTnRMFV 

I _lAssistanft^. Attorney. 

150 Almaden Blvd., Suite 9db/ 

San Jose, CA 95113 (408) 536^61 

Special Agent Melanie Adams,^1 (408) 369-8900 


* If not applicable, enter ■'none". 












AOl 10 (Rev. 12/89) Subpoena to Testify Before Grand Jury 



"Fees and mileage need not be tendered to the witness upon service of a subpoena issued on behalf of the United States or an officer or agency 
thereof (Rule 45(c), Federal Rules .of Civil Procedure; Rule 17(d), Federal Rules of Criminal Procedure) or on behalf of certain indigent parties and 
criminal defendants who are unable to pay such costs (28 USC1825, Rule 17(b) Federal Rules of Criminal Procedure)". 


b3 

b6 

b7C 


(2) 








